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Users, Roles & Permissions
Add staff and control what they can do

How access works: plans, roles and permissions
Understand what your plan allows, and how roles decide what each staff member can do.
Plan: All plans

What this does
Two things decide what a person can do in NEXTOREx:

1. Your plan decides what your business can use at all. For example, accounting vouchers and bank
features come with Business and higher plans, and Basic Manufacturing comes with Pro and higher
plans.

2. A role decides what each staff member can do inside what your plan allows. For example, a cashier
role can use POS Checkout and customers but not accounting.

A role can never give someone something your plan does not include.

Plans are bought per application: ERP/POS, CRM and Education each have their own packages. A person
can open an application only if your account has a package for it and their role allows it. In Education, a
teacher who is assigned to a Subject and Section sees only those Sections for attendance, marks and
learning material. See Education plans, limits and combining apps.

How to see it
Open User Management, then Roles to see your roles. The list shows how many permissions each
role has and how many users have it.

Open User Management, then Permissions to see the full list of permissions NEXTOREx has. This is a
reference list. You give permissions to people through roles.
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Each permission belongs to a module, for example Customer or Warehouse.

What happens next
To create a role, see Roles.

To give a role to a person, see Add a user.

If a menu item or a button is missing for someone, check their role first, then check that your plan
includes the feature.

Important notes
The person who sets up the business gets an Admin role. Keep the Admin role for the people who run
the business.

Related guides
Roles

Add a user

Staff and staff attendance
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Roles
Create a role for a type of job, choose what it can do, and see which users have it.
Plan: All plans

What this does
A role is a set of permissions for a type of job, such as Sales Staff. When you give a person a role, they can
do what the role allows and nothing more.

Steps
1. Open User Management, then Roles.

2. Click Add Role. The Create Role page opens with three steps: General Information, Permissions and
Review.

Name the role (1), then click Next (2).

3. Enter the Role name (1), for example Sales Staff. If you have more than one company, choose the
Company. Then choose the Hierarchy (see below). Click Next (2).

4. On the Permissions step, choose what the role can do.
The list on the left shows modules, such as Customer, Inventory and POS Checkout, with how
many permissions you picked in each.

Click a module (2). Each feature shows buttons such as view, create, update and delete. Click the
ones you want, or click All for that feature.
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Click Select All (3) to pick every permission in the module you are viewing.

Use the search box (1) to find a permission.

Search (1), pick a module (2), Select All (3) and Next (4).

5. Click Next (4).

6. Check the Review page. It shows the role name and how many permissions are selected in each
module.
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Check the summary, then click Create Role.

7. Click Create Role.

Choose the hierarchy of a role
Every role belongs to one place in your hierarchy: a Business Group, a Legal Entity, an Operating Unit or a
Sub Unit. On General Information, the Hierarchy box asks Where does this role belong?
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The Hierarchy box (1) lists only your own place and the places beneath it.

The list shows only the places you are allowed to manage: your own place and the places beneath it.

A user at a higher level, for example an Operating Unit manager, can create and manage roles for the
Sub Units beneath them.

A user at a lower level cannot create a role in a parent, a sibling or an unrelated branch, and those
places never appear in the list.

The hierarchy of a role is fixed when you create it. Only its permissions can be changed later.

The role and staff lists you choose from when you add a user or a staff member follow the same rule. You
see only the roles of your own place and the places beneath it.

What happens next
The role appears in the Roles list with its number of permissions and Assigned users.
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Your roles.

To see or change a role later, double-click it in the list.

Important notes
Only permissions that your plan includes are useful. A role cannot unlock a feature your plan does not
have.

For a teacher, give only what the job needs, for example marking attendance and entering marks. The
Subjects and Sections they teach come from their assignment on the Staff screen, not from the role.
Giving a role the permission to manage the learning tools gives access to every Subject and Section.
See Staff and staff attendance.

Start with the fewest permissions a job needs. Add more if the person cannot do something they need.

Related guides
How access works

Add a user
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Add a user
Add a staff member, choose which apps they can open, and give them a role in your business.
Plan: All plans (the number of users depends on your plan)

What this does
Adding a user gives a staff member their own login. You choose which apps they can open and which role
they have.

Before you start
Create the role the person will have.

Check your plan's user limit. Open Billing, then Subscription & Plans, then My Plan and look at
Users under Usage.

Steps
1. Open User Management, then Users.

2. Click Add User. The Create User page opens with three steps.

Step 1: Basic Info

Name (1), email (2), password (3), department (4) and designation (5).

1. Enter the First name and Last name (1), and the Email (2). The email is what the person signs in with.
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2. Enter a Password (3) and type it again in Confirm password. The page shows a checklist: at least 8
characters, one uppercase letter, one lowercase letter, one number and one special character, with no
spaces.

3. Choose the Department (4) and then the Designation (5). Both are required. Choose Department
first, because Designation depends on it.

4. Under App access, each app shows Granted or Not granted. Use the Access button to choose which
apps this person can open.

5. Click Next.

Step 2: Personal Info

1. These details are optional, for example date of birth and address. Click Next.

Step 3: Company & Hierarchy

1. Click + Add Assignment. Choose the Company, then each level below it: Business Group, Legal
Entity, Operating Unit and Sub Unit. Each box fills after you pick the one before it.

2. Choose the Role. The list contains only roles from your own place in the hierarchy and the places
beneath it.

3. Mark the assignment as Primary.

Where the person works and their role.

4. Click Create User.
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What happens next
The person appears in the Users list with their designation, company and role.

The new user is listed as Active.

They can sign in with their email and password.

Important notes
Every user needs at least one assignment to a Sub Unit with a role. One assignment must be primary.

To give someone more than one place or role, click + Add Assignment again.

Every user uses one User seat of your plan. A staff member added in Education, under HR, Staff, also
uses one seat. Student portal logins do not use seats. See Education plans, limits and combining
apps.

If you have reached your plan's user limit, ask to add more users or move to a bigger plan. See Your
plan.

Related guides
Roles

Your company and branches

Staff and staff attendance
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Your company and branches
Understand your company, business groups and units, and how staff are placed in them.
Plan: All plans

What this does
NEXTOREx organises your business as a tree. You set it up once when you first sign in, and you place staff
in it when you add them.

From top to bottom the levels are:

1. Company

2. Business Group, for example a branch or a division

3. Legal Entity

4. Operating Unit

5. Sub Unit, the smallest level where staff work

Small businesses usually have one of each. Setup creates them for you.

Steps
To see your structure:

1. Open Admin, then Hierarchy.

2. Choose your Company at the top if you have more than one.

3. Read the tree. Click the small arrow on a row to open or close it.
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One Business Group with its Legal Entity, Operating Unit and Sub Unit.

To change it:

Each row has small icons to view, add, edit and delete.

Click New Business Group to add a new branch or division at the top.

Click Setup Wizard for guided setup.

To see your companies, open Admin, then Companies.
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Your companies.

What happens next
The top bar shows where you are working, for example Main Branch / Default Legal Entity / Default
Operating Unit / Default Sub Unit. When you add a user, you place them at a Sub Unit and give them a
role.

What counts as one hierarchy
Some accounts have a limit on how many hierarchies they can have. This is how they are counted:

One hierarchy is one Business Group and everything under it, including its Legal Entities,
Operating Units and Sub Units.

Your Company does not count as a hierarchy.

Adding a Legal Entity, an Operating Unit or a Sub Unit inside a Business Group does not use another
hierarchy.

Another, independent Business Group is another hierarchy.

The standard NEXTOREx plans do not limit the number of hierarchies. A limit applies only when one has
been set for your account. This is separate from the number of client businesses an Agency can have. See
Agency limits and rules.
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Important notes
The first-time setup asks for a name for each level. If setup stops with an error after you go back and
start again, use new names rather than names you already entered, or ask support.

A star appears next to the default Sub Unit.

Related guides
Complete your company setup

Add a user

Agency limits and rules
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Edit a user and change where they work
Change a staff member's details, switch their account off, or move them to another branch or unit with
Assign Hierarchy.
Plan: All plans

What this does
You can change a staff member's details after you add them, switch their account off, and change which
branch or unit they work in.

Plan, role and place: how they fit together
Plan is what your business is entitled to. It decides which apps and features exist for the business.

Role (permissions) is what a staff member may do inside those features.

Hierarchy is the place in your company tree where the staff member works, for example Main Branch /
Head Office / Sales Counter. See Your company and branches.

A staff member needs all three: a plan that includes the feature, a role that allows the action, and a place
in your hierarchy.

Open the user's menu
1. Open User Management, then Users.

2. Right-click the person.
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Edit User (1) and Assign Hierarchy (2).

The menu has View Profile, Edit User, View Hierarchy, Assign Hierarchy, Deactivate and Delete.

Edit the details
1. Choose Edit User (1).

2. Change the name, contact number, Department, Designation or join date. Leave Password empty to
keep the current password.

3. Use the Active setting to switch the account on or off.
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The basic details. App access shows which apps the person can open.

4. Use the Access button next to an app to grant or remove that app for this person.

5. Use the buttons at the bottom of the page to continue and save.

Move someone to another branch or unit
1. Choose Assign Hierarchy (2).

2. In the tree, click a Sub Unit, or click Assign here (1) on a Business Group, Legal Entity or Operating
Unit row.

3. Check Assignments to save (2). Each row shows the full place and the role, and the star marks the
primary place.

4. Click Save Assignments (3).

Assign here (1), Assignments to save (2) and Save Assignments (3).
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Use View Hierarchy to see where a person is placed without changing it.

Important notes
Changing a role, a place or an app does not change your plan. If a feature is not on your plan, no role
can unlock it.

Deactivate and Delete are in the same menu. Check the person before you use either.

Related guides
Add a user

Roles and permissions

How access works
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